


99% fulfillment A:I-y(

> hear beat sfops every 85s
» 30 typos pro DIN A4 page
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99.9% fulfillment

ATIX

» 2 crashes at Frankfurt Airport per day
> every hour 22000 wrong bank bookings
» 32000 missed heart beats per year

#atix #breakfastbriefing




IT needs automation! A:l_y(

Automation helps to solve problems whose existence one is offen
not aware of.

0
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Atix AG - all about Automation

ATIX
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QPENSHIFT
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kubernetes
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ANSIBLE

Datacenter
Automation

orcharhifiow

SALTSTACK
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The innovation gap

ATIX

innovation rate

business demand
r innovation

traditional IT
innovation capability

deb uoryeaouu]

_

time

Innovation Gap is closed by Automation and Standardization
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Standardization means common IT language A:l-y(

> puppet
®
o SALTSTACK.
AN S‘ IBLE \
P |
o] = =
&g' . :

Dev *
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DevOps
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Configuration Management A:l;l)(

» Keep config up to date (Git)
» Separation of data and code
» Infrastructure as code

» Code is reusable
» Dafa is configuration

» |dempotency
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Ansible in a nutshell Ajy(

Ansible ...
> . is radically simple” Puppet -
> ... has low requirements Puppet -
> . needs no agent Puppet Salt -
» .. is human readable Puppet -
— Ansible is the best choice for automated deployments
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Run Ansible

ATIX

Control Node

playhook.yaml@ 0 @inuentory

Inventory .~

=
==
o

E‘é‘l‘)‘l‘)‘_‘é‘éﬁ'é‘.[.-.'_‘.."- -

1010121 i

==
=

o

=
=
o—l

i ALY
: 13.12.2.1

13.12.2.2

=
=

o—
i

13.12.2.3
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Inventory

ATIX

[kafkaserver]

webl.server.
web2.server.
web3.server.

[appserver]

appl.server.

ansible_host=13.12.2.1
ansible_host=13.12.2.2
ansible_host=13.12.2.3

ansible_host=10.10.12.1
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» defining the infrastructure
> ini or yaml synfax
> combine servers info groups

» define specific vars




Playbook

ATIX

- hosts: kafkaserver # mapping role to host
become: true # run as root
roles:
- preflight # rolel
- zookeeper # role2
- kafkabroker # role3

#atix #breakfastbriefing

maps roles to hosts -
standardization

written in YAML - human
readable

ideally in combination with

VCS




Role

ATIX

» combination of tasks
» featuring idempotency

» ideally in combination with

VCS
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#preflight confluent role
- name: Add open JDK repo
apt_repository:
repo: ppa:openjdk-r/ppa

- name: Install Java
apt:
name: "openjdk-8-jdk"
update_cache: yes




A history of Application Orchestration A:l'/IX

(A]

ANSIBLE
2013
™~ ™ ™ ™ ™ ™ )
L= b o ot A At
2015 2017
§€kafka
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Automate Katka deployment

ATIX

> standardized
» idempotency and rolling updates

» infrastructure-as-code
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Confluent Kafka Playbooks

ATIX

Scope:

» Installs Confluent Platform packages

» Starfs services using systemd scripfs

» config options for plainfext, SSL, SASL_SSL
Services:

» ZooKeeper

> Kafka
» Schema Registry
» REST Proxy
» Confluent Control Center
>

Kafka Connect (distributed mode)
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https:/ /docs.confluent.io,/current/tutorials/cp-
ansible/docs/index.html
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Confluent Kafka Playbooks - Setup AJ;D(

zookeeper:
hosts:
host1:
host2:
host3:
broker:
hosts:
host1:
host2:

host3:

ansible_host:

ansible_host:

ansible_host:

ansible_host:

ansible_host:

ansible_host:

13.

13.

13.

13.

13.

13.
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playbook_directory
inventory.yml
playbook.yml
"'Dro|es
“Bconfluent.control-center
“Bconfluent kafka-broker

-fconfluent. preflight

-ficonfluent. schemar-registry

~ficonfluent. zookeeper




Map roles to servers

ATIX

hosts: preflight
tasks:
- import_role:
name: confluent.preflight

hosts: ssl_CA
tasks:
- import_role:
name: confluent.ssl_CA

- hosts: zookeeper
tasks:
- import_role:
name: confluent.zookeeper

hosts: broker
tasks:
- import_role:
name: confluent.kafka-broker

- hosts: schema-registry
tasks:
- import_role:
name: confluent.schema-registry
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playbook_directory
“inventory.yml|
playbook.yml
"'Dro|es
“Bconfluent.controlcenter
“Bconfluent. kafka-broker

~fconfluent. preflight

-ficonfluent.schema-registry

~ficonfluent. zookeeper




Separation of Data ...

ATI

kafka:
broker:

user: "cp-kafka"

group: "confluent"

config file: "/etc/kafka/server.properties"

systemd_file: |
"/usr/lib/systemd/system/kafka.service"

service_name: "kafka"

datadir:
- "/var/lib/kafka/data"

systemd:
enabled: yes
state: "started"

environment :
KAFKA_HEAP_QOPTS: "-Xmxig"

config:
group.initial.rebalance.delay.ms: 0
log.retention.check.interval.ms: 300000
num.partitions: 1
num.recovery.threads.per.data.dir: 2
offsets.topic.replication.factor: 3
transaction.state.log.min.isr: 2
zookeeper.connection.timeout.ms: 6000
# [...] many more
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confluentkafka.broker
~[defaults
»»»»»» main.yml

~Bhandlers

»»»»»» main.yml

~[tasks

»»»»»» main.yml

~[templates
»»»»»» environment.j2

-[includes

-base_server.properties.|2

-confluent_support.|2

»»»»» server_ssl.properties.|2




... and Code AT'

confluentkatka. broker

# [...] tasks to create user,group and dirs ‘~E]defouhs
- name: broker ssl config
template: e m0|nAym|
src: server_ssl.properties.j2
dest: "{{kafka.broker.config_file}}" »
mode: 0640 Dhoncﬂers
owner: "{{kafka.broker.user}}" : .
group: "{{kafka.broker.group}}" | i v nwoln.ynﬂ
when: security_mode == "ssl"
notify: -l
- restart kafka h?Sks
name: create systemd override file e mcun.ym|
file:
path: "{{kafka.broker.systemd_override}}" ~~Dfemp|cﬂes

owner: "{{kafka.broker.user}}"
group: "{{kafka.broker.group}}"
state: directory

mode: 0640

name: broker configure service

systemd:
name: "{{kafka.broker.service_name}}"
enabled: "{{kafka.broker.systemd.enabled}}"
state: "{{kafka.broker.systemd.state}}"
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»»»»»» environment.j2
~{includes

base_server.properties.|2

i...confluent_support.j2

""" server_ssl.properties.j2



Use it by hand ...

ATIX

# Check and Ece Changes

# Run Initial Setup/Update
ansible-playbeck -1 inventory.yml all.yml

ansible-playbeck -i inventory.yml all.yml --check --diff

Inventory

e sl s i el
:app_server ::kafka_server

== i = =
o= o= o=
: LA LIS IR
11010121 i

1 13.12.2.1 13.12.2.2

o=
AL

13.12.2.3 i
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. or by CI/CD operator A:F/l)(

) EESrorus @Y ASRNAT

CI{CD

Inventory .

§10.10.12.1

ety

= [
= —
(- ] i | o=

1 1A
13.12.2.1 13.12.2.2 13.12.2.3 |
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A history of Application Orchestration A:l;l)(

(A

ANSIBLE

2013
o ™ ™ ™ ™ ™ »
2015
% kafka *
docker
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Dockerization of applications

ATIX

Container A Container B

Application A Application B
= S

Dependencies =~ Dependencies
A

Container-Engine

O
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portability
scalability
(security)

efficiency

reproducibility




Ansible and Docker A:I-y(

Ansible module for managing Docker container
—  even more generic roles
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Generic role!

ATI

- hosts: zookeeper
tasks:
- name: Deploy Zookeeper
include_role:
name: confluent_component
vars_from: zookeeper

- hosts: kafka
- name: Deploy Kafka
include_role:
name: confluent_component
vars_from: kafka

- hosts: control-center
- name: Deploy Control-Center
include_role:
name: confluent_component
vars_from: control-center
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playbook_dir

-play.yml

“Hroles

~fconfluent_component

~emain.yml
~fzookeeper
L-fvars

“emain.yml

e main.yml




Generic docker role, separate data and code AI/l)(

playbook_dir

-play.yml

- name: "Start Docker-Container"
docker_container:

name: "{{ kafka_component_name }}"
image: "{{ kafka_component_container_image }}"
state: "{{ kafka_component_container_state }}"
restart: "{{ config_changed.changed }}"
published_ports: "{{ published_ports }}"
restart_policy: "{{ container_restart_policy }}"
env_file: "{{ kafka_component_env_file }}"
volumes: "{{ kafka_component_volumes }}"

Hroles

~@confluent_component

kafka_component_name: "zookeeper"
image: "confluentinc/cp-kafka"
published_ports:

- 12888:2888

- 13888:3888
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A history of Application Orchestration A:l'/IX

(A

ANSIBLE

2013
O C O O O O >
F 2015 2017
33 katka o 5@9
docker &

#atix #breakfastbriefing



Docker Compose - Multi container deploymen’rAIJ)(

version: '2'
services:
zookeeper:
image: "confluentinc/cp-zookeeper:latest"
environment:
ZOOKEEPER_CLIENT_PORT: 2181
ZOOKEEPER_TICK_TIME: 2000
kafka:
image: "confluentinc/cp-kafka:latest"
depends_on:
- "zookeeper"
ports:
- 9092:9092
environment :
KAFKA_BROKER_ID: 1
KAFKA_ZOOKEEPER_CONNECT: "zookeeper:2181"
# [...] more kafka broker settings
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Use Docker Compose
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- hosts: kafka-server
tasks:
- name: "Spin up Kakfa-Cluster"
docker_compose:
project_src: "cp_kafka"
state: absent
register: output

name: "Ensure Stack is running"
assert:
that:
- kafka.cp_kafka_kafka_1.state.running
- zookeeper.cp_kafka_zookeeper_1.state.running
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playbook_dir

-play.yml

fcp_kafka

- dockercompose.yaml




A history of Application Orchestration A:l;l)(

. T
E (IIIm
SUSE
Bl
S
~

ANSIBLE kubernetes
2013
© ° © 2017 ’
015
§3 kafka *’0 OPENSHIFT =

docker RANCHER
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Use Helm
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- hosts: kafka-server
tasks:
- name: "Install Confluent-Operator with Helm"

command: >
helm install \
-f ./providers/private.yaml \
--name kafka-operator \
--namespace kafka-space \
--set operator.enabled=true \
--set rbac.Enabled=true \
./confluent-operator

when: "'kafka-operator' not in helm_installed"
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What else?
> Ansible Helm Module
» Ansible Operator (Openshift)




Manage Kafka with Ansible A:I'y(
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Manage Kafka - Topics ATIX

- name: "create topic"
kafka_lib:
resource: 'topic'
name: 'test'
partitions: 2
replica_factor: 1
options:
retention.ms: 574930
flush.ms: 12345
state: 'present'
zookeeper: >
"{{ zookeeper_ip }}:2181"
bootstrap_servers: >
"{{ kafka_ip_1 }}:9092, {{ kafka_ip2 }}:9092" github.com/ StephenSorriaux/
security_protocol: 'SASL_SSL' ansible-kafka-admin
sasl_plain_username: 'username'
sasl_plain_password: 'password'
ssl_cafile: '{{ content_of_ca_cert_file_or_path_to_ca_cert_file }}'

—  Ansible Module for Topics and ACls

—  No SSH Connection to remote broker needed
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Manage Kafka - Topics

ATI

# Definition of topic
topic:
name: "test"
partitions: 2
replica_factor: 1
configuration:
retention.ms: 574930
flush.ms: 12345

- name: "Get topic information"
uri:
url: "{{ 'kafka_rest_proxy_url' + ':8082/topics/' + topic.name }}"
register: result

- name: "Create new topic"
command: "{{ 'kafka-topics --zookeeper ' + zookeeper +
' -—create' +
' -—topic ' + topic.name +
' --partitions ' + topic.partitions +
' —-replication-factor ' + topic.replica_factor +
topic.configuration }}"
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» Rest Proxy cannot
create topics

» manual idempotency

» access to one kafka

broker




whoami ATIX

Berhard Hopfenmiiller
Senior IT Consultant @ ATIX AG

hopfenmueller@atix.de
github.com/Fobhep
Twitter: @fobhep

IRC: Fobhep
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