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O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or
obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible
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O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or
obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible

- SSH Connect Rumanien

8,00 € fur
940 Mbit/s*
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O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or
obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible

-SSH Connect Deutschland Rumanien

54,94 € fur 8,00 € fur
250 Mbit/s* 940 Mbit/s*
* inkl, Telefonie-Flatrate fiirs Festnetz * inkl. Router
( Telefongerit nicht inkludiert,
kein Tarif ohne Festnetz erhaltlich) Zusatzkosten:

Keine
Zusatzkosten:

69,95 € Bereitstellungspreis,
5,95 € monatliche Miete fiur Router,
6,95 € Versandkosten Router




O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or
obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible

- SSH Connect

- YAML (& INI) Parser

www.atix.de



O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or
obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible

- SSH Connect
- YAML (& INI) Parser

- Inventory: Servergroups
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O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or

obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible
all:
- SSH Connect vars:
ansible_user: ben
ansible_ssh_pass: 0815
- YAML (& INI) Parser ansible_become_pass: 0815
- Inventory: Servergroups first_hostgroup:
hosts:

192.168.178.50:

ansible_host: hostname0815-1
192.168.178.51:

ansible_host: hostname0815-2

second_hostgroup:
hosts:
192.168.178.60:
ansible_host: hostname0816-1
192.168.178.61:
ansible_host: hostname0816-2
192.168.178.62:
ansible_host: hostname0816-3
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O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or
obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible

- SSH Connect
- YAML (& INI) Parser

- Inventory: Servergroups

- Written in Python
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O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or
obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible

- SSH Connect

- YAML (& INI) Parser

- Inventory: Servergroups
- Written in Python

- "Clientless"
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O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or
obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible

- SSH Connect

- YAML (& INI) Parser

- Inventory: Servergroups
- Written in Python

- "Clientless"

- Playbook: Tasks
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O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or
obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible

- SSH Connect

- YAML (& INI) Parser

- hosts: localhost

- Inventory: Servergroups

- Written in Python t aSkS'
- "Clientless" - d e b u g :
- Playbook: Tasks MSQg. "Hello World!"
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O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or
obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible

- SSH Connect

- YAML (& INI) Parser

- Inventory: Servergroups
- Written in Python

- "Clientless"

- Playbook: Tasks

- Tasks from Modules
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O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or

obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible

- SSH Connect Examples
- YAML (& INI) Parser = ::flnstall the latest version of Apache

!z;?é:htzggst
= |I"WEI"I|:OI'yI SEI'VEI'QI'OUPS - .H.ME.I: ensure a list of packages installed

1dEéTe: '{{ packages }}"

- Written in Python " packages:

 httpa-toots
= "ClientlESS" - .".ame: Downleoad the nginx package but do not install it
- Playbook: Tasks gt L

download only: true

- Tasks from Modules
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O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or

obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible

- SSH Connect Examples
-YAML (& INI) Parser 4 = “install the latest version of Apache

S i
= |I"WEI"I|:OI'yI SEI'VEI'QI'OUPS - .H.ME.I: ensure a list of packages installed

1dEéTe: '{{ packages }}"

- Written in Python " packages:

- kA o
= "ClientlESS" - .".ame: Download the nginx package but do not install it
- Playbook: Tasks gt L

download only: true

- Tasks from Modules
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O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or

obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible

- SSH Connect Examples
-YAML (& INI) Parser 4 = “install the latest version of Apache

S i
= |I"WEI"I|:OI'yI SEI'VEI'QI'OUPS - .H.ME.I: ensure a list of packages installed

1dEéTe: '{{ packages }}"

- Written in Python " packages:

- kA o
= "ClientlESS" - .".ame: Download the nginx package but do not install it
- Playbook: Tasks gt L

download only: true

= TaSkS ﬁ"OITI MOdUleS https://docs.ansible.com/ansible/latest/collections/ansible/builtin/yum_module.html
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O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or

obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible
'SSH connECt — C O "] dncs.ansihle.cnmiansihDdulesf’debug_module.html T N e
- YAML (& INI) Parser

# Ansible
2.9

- Inventory: Servergroups

- Written in Python )9 v
- "Clientless” latest
- Playbook: Tasks

- Tasks from Modules déwel

- Beware Version: 2.9 vs. 2.10 vs. 3.0




O Ansible

“is a category of fictional devices or technology capable of near-instantaneous or faster-than-light
communication. It can send and receive messages to and from a corresponding device over any distance or
obstacle whatsoever with no delay, even between star systems” https://en.wikipedia.org/wiki/Ansible

- SSH Connect

- YAML (& INI) Parser

- Inventory: Servergroups

- Written in Python

- "Clientless"

- Playbook: Tasks

- Tasks from Modules

- Beware Version: 2.9 vs. 2.10 vs. 3.0

- Group Tasks in Roles & Blocks
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= Security: SCAP

Security Content Automation Protocol

SCAP v1.3 Components (February 2018)

- Common Vulnerabilities and Exposures CVE

- Common Configuration Enumeration CCE

- Common Platform Enumeration CPE

- Common Vulnerability Scoring System CVSS

- Extensible Configuration Checklist Description Form XCCDF
- Open Vulnerability and Assessment Language OVAL
- Open Checklist Interactive Language OCIL

- Asset Identification AID

- Asset Reporting Format ARF

- Common Configuration Scoring System CCSS

- Trust Model for Security Automation Data TMSAD
- Software Identification tags SWID
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=9 Security: OpenSCAP

@ OpenSCAP Base: oscap Command Line Interface

- OpenSCAP Daemon: Continuous SCAP Compliance Evaluation

Custom Security Profile / Scan Systems remotely

Organize SCAP Scan Result Storage

Compliant System Image Creation
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=¢ Security: OpenSCAP Demo




=¢ Security: OpenSCAP Demo

* (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

ben@Kubuntu20-4-CLT21:~$%
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=¢ Security: OpenSCAP Demo

* (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

ben@Kubuntu20-4-CLT21:~$% ssh ben@l92
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=¢ Security: OpenSCAP Demo

s (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ~1$ |}
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=¢ Security: OpenSCAP Demo

s (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ~]$ sudo yum install openscaplj
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=¢ Security: OpenSCAP Demo

s (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ~]$ sudo yum install openscap openscap-utils|j
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=@ Security: OpenSCAP Demo

> o# (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ~]$ sudo yum install openscap openscap-utils scap-security-guidel]
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=@ Security: OpenSCAP Demo

> o# (ben) 192.168.178.70 — Konsole R @

File Edit View Bookmarks Settings Help
[ben@Cent0S7-CLT21 ~]1$ sudo yum install openscap openscap-utils scap-security-guide git nano epel-rel
ease -Yjj
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=@ Security: OpenSCAP Demo

> A (ben) 192.168.178.70 — Konsole
File Edit View Bookmarks Settings Help

perl-Error.noarch 1:0.17020-2.el7 perl-Exporter.noarch 0:5.68-3.el7
perl-File-Path.noarch 0:2.09-2.el7 perl-File-Temp.noarch 0:0.23.01-3.el7
perl-Filter.x86_64 0:1.49-3.el7 perl-Getopt-Long.noarch 0:2.40-3.el7
perl-Git.noarch 0:1.8.3.1-23.el7_8 per -HTTP-Tiny.noarch 0:0.033-3.el7
perl-PathTools.x86_64 0:3.40-5.el7 perl-Pod-Escapes.noarch 1:1.04-299.el7_9
perl-Pod-Perldoc.noarch 0:3.20-4.el7 perl-Pod-Simple.noarch 1:3.28-4.el7
perl-Pod-Usage.noarch 0:1.63-3.el7 perl-Scalar-List-Utils.x86_64 0:1.27-248.el7
perl-Socket.x86_64 0:2.010-5.el7 perl-Storable.x86_64 0:2.45-3.el7
perl-TermReadKey.x86_64 0:2.30-20.el7 perl-Text-ParseWords.noarch 0:3.29-4.el7
perl-Thread-Queue.noarch 0:3.02-2.el7 perl-Time-HiRes.x86_64 4:1.9725-3.el7
perl-Time-Local.noarch 0:1.2300-2.el7 perl-constant.noarch 0:1.27-2.el7
perl-1ibs.x86_64 4:5.16.3-299.el7_9 perl-macros.x86_64 4:5.16.3-299.el7_9
perl-parent.noarch 1:0.225-244.el7 perl-podlators.noarch 0:2.5.1-3.el7
perl-srpm-macros.noarch 0:1-8.el7 perl-threads.x86_64 0:1.87-4.el7
perl-threads-shared.x86_64 0:1.43-6.el7 python-srpm-macros.noarch 0:3-34.el7
redhat-rpm-config.noarch 0:9.1.0-88.el7.centos rom-build.x86_64 0:4.11.3-45.el7
romdevtools.noarch 0:8.3-8.el7_9 rsync.x86_64 0:3.1.2-10.el7

unzip.x86_64 0:6.0-21.el7 Xxml-common.noarch 0:0.6.3-39.el7
zip.x86_64 0:3.0-11.el7

Complete!
[ben@Cent0S7-CLT21 ~]$ sudo yum install ansible -yj}
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> A (ben) 192.168.178.70 — Konsole
File Edit View Bookmarks Settings Help

Verifying : ansible-2.9.17-1.el7.noarch

Verifying : python2-cryptography-1.7.2-2.el7.x86_64

Installed:
ansible.noarch 0:2.9.17-1.el7

Dependency Installed:
PyYAML.x86_64 0:3.10-11.el7
python-babel.noarch 0:0.9.6-8.el7
python-backports-ssl_match_hostname.noarch 0:3.5.0.1-1.el7

python-enum34.noarch 0:1.0.4-1.el7
python-ipaddress.noarch 0:1.0.16-2.el7
python-markupsafe.x86_64 0:0.11-10.el7
python-ply.noarch 0:3.4-11.el7
python-setuptools.noarch 0:0.9.8-7.el7

python2-cryptography.x86_64
python2-jmespath.noarch 0:0.
sshpass.x86_64 0:1.06-2.el7

0:1.7.2-2.el7
9.4-2.el7

Complete!
[ben@Cent0S7-CLT21 ~]$ cd /usr/share/xml/scap/ssg/content|j

=@ Security: OpenSCAP Demo

libyaml.x86_64 0:0.1.
python-backports.x86_
python-cffi.x86_64 0:
python-idna.noarch 0:
python-jinja2.noarch
python-paramiko.noarc
python-pycparser.noar
python-six.noarch 0:1.
python2-httplib2.noarc
python2-pyasnl.noarch
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=@ Security: OpenSCAP Demo

I 4

File Edit View Bookmarks Settings Help

python-ply.noarch 0:3.4-11.el7

(ben) 192.168.178.70 — Konsole

python-setuptools.noarch 0:0.9.8-7.el7
python2-cryptography.x86_64 0:1.7.2-2.el7
python2-jmespath.noarch 0:0.9.4-2.el7

sshpass.x86_64 0:1.06-2.el7

Complete!

[ben@Cent0S7-CLT21 ~]$ cd /usr/share/xml/scap/ssg/content

[ben@Cent0S7-CLT21 content]$ 1s
ssg-firefox-cpe-dictionary.xml
ssg-firefox-cpe-oval.xml
ssg-firefox-ds-1.2.xml
ssg-firefox-ds.xml
ssg-firefox-ocil.xml
ssg-firefox-oval.xml
ssg-firefox-xccdf.xml
ssg-jre-cpe-dictionary.xml
ssg-jre-cpe-oval.xml
ssg-jre-ds-1.2.xml
ssg-jre-ds.xml
ssg-jre-ocil.xml
[ben@Cent0S7-CLT21 content]$ |

ssg-jre-oval.xml
ssg-jre-xccdf.xml
ssg-rhel6-cpe-dictionary.xml
ssg-rhel6-cpe-oval.xml
ssg-rhel6-ds-1.2.xml
ssg-rhel6-ds.xml
ssg-rhel6-ocil.xml
ssg-rhel6-oval.xml
ssg-rhel6-xccdf.xml
ssg-rhel7-cpe-dictionary.xml
ssg-rhel7-cpe-oval.xml
ssg-rhel7-ds-1.2.xml

python-pycparser.noarch 0:
python-six.noarch 0:1.9.0
python2-httplib2.noarch 0:

0

python2-pyasnl.noarch 0:

ssg-rhel7-ds.xml
ssg-rhel7-ocil.xml
ssg-rhel7-oval.xml
ssg-rhel7-xccdf.xml
ssg-rhel8-cpe-dictionary.xml
ssg-rhel8-cpe-oval.xml
ssg-rhel8-ds-1.2.xml
ssg-rhel8-ds.xml
ssg-rhel8-ocil.xml
ssg-rhel8-oval.xml
ssg-rhel8-xccdf.xml
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=@ Security: OpenSCAP Demo

> A (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

python-ply.noarch 0:3.4-11.el7 python-pycparser.noarch 0
python-setuptools.noarch 0:0.9.8-7.el7 python-six.noarch 0:1.9.0
python2-cryptography.x86_64 0:1.7.2-2.el7 python2-httplib2.noarch 0:
python2-jmespath.noarch 0:0.9.4-2.el7 python2-pyasnl.noarch 0:0
sshpass.x86_64 0:1.06-2.el7

Complete!

[ben@Cent0S7-CLT21 ~]$ cd /usr/share/xml/scap/ssg/content

[ben@Cent0S7-CLT21 content]$ 1s

ssg-firefox-cpe-dictionary.xml ssg-jre-oval.xml ssg-rhel7-ds.xml
ssg-firefox-cpe-oval.xml ssg-jre-xccdf.xml ssg-rhel7-ocil.xml
ssg-firefox-ds-1.2.xml ssg-rhel6-cpe-dictionary.xml ssg-rhel7-oval.xml
ssg-firefox-ds.xml ssg-rhel6-cpe-oval.xml ssg-rhel7-xccdf.xml
ssg-firefox-ocil.xml ssg-rhel6-ds-1.2.xml ssg-rhel8-cpe-dictionary.xml
ssg-firefox-oval.xml ssg-rhel6-ds.xml ssg-rhel8-cpe-oval.xml
ssg-firefox-xccdf.xml ssg-rhel6-ocil.xml ssg-rhel8-ds-1.2.xml
ssg-jre-cpe-dictionary.xml ssg-rhel6-oval.xml ssg-rhel8-ds.xml
ssg-jre-cpe-oval.xml ssg-rhel6-xccdf.xml ssg-rhel8-ocil.xml
ssg-jre-ds-1.2.xml ssg-rhel7-cpe-dictionary.xml ssg-rhel8-oval.xml
ssg-jre-ds.xml ssg-rhel7-cpe-oval.xml ssg-rhel8-xccdf.xml
ssg-jre-ocil.xml ssg-rhel7-ds-1.2.xml

[ben@Cent0S7-CLT21 content]$ oscap info ssg-rhel7-ds.xml |
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=@ Security: OpenSCAP Demo

> A (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

Imported: 2020-12-15T17:39:29

Stream: scap_org.open-scap_datastream_from_xccdf_ssg-rhel7-xccdf-1.2.xml

Generated: (null)
Version: 1.3
Checklists:
Ref-Id: scap_org.open-scap_cref_ssg-rhel7-xccdf-1.2.xml
WARNING: Datastream component 'scap_org.open-scap_cref_security-data-oval-com.redhat.rhsa-RHEL7.xml'
points out to the remote 'https://www.redhat.com/security/data/oval/com.redhat.rhsa-RHEL7.xml'. Use '
--fetch-remote-resources' option to download it.
WARNING: Skipping 'https://www.redhat.com/security/data/oval/com.redhat.rhsa-RHEL7.xml' file which 1is
referenced from datastream
Status: draft
Generated: 2020-12-15
Resolved: true

Profiles:
Title: NIST National Checklist Program Security Guide

Id: xccdf_org.ssgproject.content_profile_ncp

Title: DRAFT - ANSSI DAT-NT28 (high)
Id: xccdf_org.ssgproject.content_profile_anssi_nt28_high

Title: OSPP - Protection Profile for General Purpose Operating Systems v4.2.1
Id: xccdf_org.ssgproject.content_profile_ospp

www.atix.de




=@ Security: OpenSCAP Demo

> A (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

Imported: 2020-12-15T17:39:29

Stream: scap_org.open-scap_datastream_from_xccdf_ssg-rhel7-xccdf-1.2.xml

Generated: (null)
Version: 1.3
Checklists:
Ref-Id: scap_org.open-scap_cref_ssg-rhel7-xccdf-1.2.xml
WARNING: Datastream component 'scap_org.open-scap_cref_security-data-oval-com.redhat.rhsa-RHEL7.xml'
points out to the remote 'https://www.redhat.com/security/data/oval/com.redhat.rhsa-RHEL7.xml'. Use '
--fetch-remote-resources' option to download it.
WARNING: Skipping 'https://www.redhat.com/security/data/oval/com.redhat.rhsa-RHEL7.xml' file which 1is
referenced from datastream
Status: draft
Generated: 2020-12-15
Resolved: true

Profiles:
Title: NIST National Checklist Program Security Guide

Id: xccdf_org.ssgproject.content_profile_ncp
Title: DRAFT - ANSSI DAT-NT28 (high)

Title:
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=¢ Security: OpenSCAP Demo

s (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ~1$ oscap xccdf eval
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=@ Security: OpenSCAP Demo

> o# (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ~]$ oscap xccdf eval --profile xccdf_org.ssgproject.content_profile_osppl}
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=@ Security: OpenSCAP Demo

> o# (ben) 192.168.178.70 — Konsole R @

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ~]$ oscap xccdf eval --profile xccdf_org.ssgproject.content_profile_ospp --results
-arf arf.xml}j

www.atix.de



=@ Security: OpenSCAP Demo

> o# (ben) 192.168.178.70 — Konsole R @
File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ~]$ oscap xccdf eval --profile xccdf_org.ssgproject.content_profile_ospp --results
~arf arf.xml --report report.html}j
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=@ Security: OpenSCAP Demo

> o# (ben) 192.168.178.70 — Konsole R @
File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ~]$ oscap xccdf eval --profile xccdf_org.ssgproject.content_profile_ospp --results
-arf arf.xml --report report.html /usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml |
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=@ Security: OpenSCAP Demo

> o# (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

Use Only FIPS 140-2 Validated Ciphers
xccdf_org.ssgproject.content_rule_sshd_use_approved_ciphers
CCE-27295-5

notapplicable

Disable Host-Based Authentication
xccdf_org.ssgproject.content_rule_disable_host_auth
CCE-27413-4

notapplicable

Disable GSSAPI Authentication
xccdf_org.ssgproject.content_rule_sshd_disable_gssapi_auth
CCE-80220-7

notapplicable

Disable SSH Root Login
xccdf_org.ssgproject.content_rule_sshd_disable_root_login
CCE-27445-6

notapplicable
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=¢ Security: OpenSCAP Demo

s (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ~]$ scp report.html ben@192.168.178.70:/home/ben/report.htmljj
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=¢ Security: OpenSCAP Demo

s (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ~]$ cd /usr/share/scap-security-guide/ansible/|}

(ben) 192.168.178.70 €9 ~:bash €3

www.atix.de



=@ Security: OpenSCAP Demo

I 4

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ansible]$ 1s
firefox-playbook-stig.yml
jre-playbook-stig.yml
rhel6-playbook-C2S.yml
rhel6-playbook-CS2.yml
rhel6-playbook-CSCF-RHEL6-MLS. yml
rhel6-playbook-desktop.yml

rhel6-playbook-fisma-medium-rhel6-server.yml

rhel6-playbook-ftp-server.yml
rhel6-playbook-nist-CL-IL-AL.yml
rhel6-playbook-pci-dss.yml
rhel6-playbook-rht-ccp.yml
rhel6-playbook-server.yml
rhel6-playbook-standard.yml
rhel6-playbook-stig.yml
rhel6-playbook-usgcb-rhel6-server.yml
rhel7-playbook-anssi_nt28_enhanced.yml
rhel7-playbook-anssi_nt28_high.yml
rhel7-playbook-anssi_nt28_intermediary.yml
rhel7-playbook-anssi_nt28_minimal.yml
rhel7-playbook-C2S.yml
[ben@Cent0S7-CLT21 ansiblel$ |

(ben) 192.168.178.70 — Konsole

rhel7-playbook-cis.yml
rhel7-playbook-cjis.yml
rhel7-playbook-cui.yml
rhel7-playbook-e8.yml
rhel7-playbook-hipaa.yml
rhel7-playbook-ncp.yml
rhel7-playbook-ospp.yml
rhel7-playbook-pci-dss.yml
rhel7-playbook-rhelh-stig.yml
rhel7-playbook-rhelh-vpp.yml
rhel7-playbook-rht-ccp.yml
rhel7-playbook-standard.yml
rhel7-playbook-stig.yml
rhel8-playbook-cis.yml
rhel8-playbook-cut.yml
rhel8-playbook-e8.yml
rhel8-playbook-hipaa.yml
rhel8-playbook-ospp.yml
rhel8-playbook-pci-dss.yml
rhel8-playbook-stig.yml
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=@ Security: OpenSCAP Demo

I 4

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ansible]$ 1s
firefox-playbook-stig.yml
jre-playbook-stig.yml
rhel6-playbook-C2S.yml
rhel6-playbook-CS2.yml
rhel6-playbook-CSCF-RHEL6-MLS. yml
rhel6-playbook-desktop.yml

rhel6-playbook-fisma-medium-rhel6-server.yml

rhel6-playbook-ftp-server.yml
rhel6-playbook-nist-CL-IL-AL.yml
rhel6-playbook-pci-dss.yml
rhel6-playbook-rht-ccp.yml
rhel6-playbook-server.yml
rhel6-playbook-standard.yml
rhel6-playbook-stig.yml
rhel6-playbook-usgcb-rhel6-server.yml
rhel7-playbook-anssi_nt28_enhanced.yml
rhel7-playbook-anssi_nt28_high.yml

rhel7-playbook-anssi_nt28_intermediary.yml

rhel7-playbook-anssi_nt28_minimal.yml
rhel7-playbook-C2S.yml

[ben@Cent0S7-CLT21 ansible]$ scp rhel7-playbook-ospp.yml ben@192.168.178.70:/home/ben/ospp.ymlj]

(ben) 192.168.178.70 — Konsole

rhel7-playbook-cis.yml
rhel7-playbook-cjis.yml
rhel7-playbook-cui.yml
rhel7-playbook-e8.yml
rhel7-playbook-hipaa.yml
rhel7-playbook-ncp.yml
rhel7-playbook-ospp.yml
rhel7-playbook-pci-dss.yml
rhel7-playbook-rhelh-stig.yml
rhel7-playbook-rhelh-vpp.yml
rhel7-playbook-rht-ccp.yml
rhel7-playbook-standard.yml
rhel7-playbook-stig.yml
rhel8-playbook-cis.yml
rhel8-playbook-cut.yml
rhel8-playbook-e8.yml
rhel8-playbook-hipaa.yml
rhel8-playbook-ospp.yml
rhel8-playbook-pci-dss.yml
rhel8-playbook-stig.yml

www.atix.de




=@ Security: OpenSCAP Demo

> A (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

firefox-playbook-stig.yml rhel7-playbook-cis.yml
jre-playbook-stig.yml rhel7-playbook-cjis.yml
rhel6-playbook-C2S.yml rhel7-playbook-cut.yml
rhel6-playbook-CS2.yml rhel7-playbook-e8.yml
rhel6-playbook-CSCF-RHEL6-MLS. yml rhel7-playbook-hipaa.yml
rhel6-playbook-desktop.yml rhel7-playbook-ncp.yml
rhel6-playbook-fisma-medium-rhel6-server.yml rhel7-playbook-ospp.yml
rhel6-playbook-ftp-server.yml rhel7-playbook-pci-dss.yml
rhel6-playbook-nist-CL-IL-AL.yml rhel7-playbook-rhelh-stig.yml
rhel6-playbook-pci-dss.yml rhel7-playbook-rhelh-vpp.yml
rhel6-playbook-rht-ccp.yml rhel7-playbook-rht-ccp.yml
rhel6-playbook-server.yml rhel7-playbook-standard.yml
rhel6-playbook-standard.yml rhel7-playbook-stig.yml
rhel6-playbook-stig.yml rhel8-playbook-cis.yml
rhel6-playbook-usgcb-rhel6-server.yml rhel8-playbook-cuti.yml
rhel7-playbook-anssi_nt28_enhanced.yml rhel8-playbook-e8.yml
rhel7-playbook-anssi_nt28_high.yml rhel8-playbook-hipaa.yml
rhel7-playbook-anssi_nt28_intermediary.yml rhel8-playbook-ospp.yml
rhel7-playbook-anssi_nt28_minimal.yml rhel8-playbook-pci-dss.yml
rhel7-playbook-C2S.yml rhel8-playbook-stig.yml

[ben@Cent0S7-CLT21 ansible]$ scp rhel7-playbook-ospp.yml ben@192.168.178.70:/home/ben/ospp.yml
[ben@Cent0S7-CLT21 ansible]$ scp rhel7-playbook-stig.yml ben@192.168.178.70:/home/ben/stig.yml}j
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@ Ansible: OSPP Code Audit

® » ospp.yml * — Kate

i
i

Edit View Projects Bookmarks Sessions Tools Settings Help

ospp.yml
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Line 5.051, Column 35 INSERT en Us -~ SoftTabs:4 ~ UTF-8 =~ YAML

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: OSPP Code Audit

® » ospp.yml * — Kate

i
i

Edit View Projects Bookmarks Sessions Tools Settings Help

ospp.yml
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Line 5.051, Column 35 INSERT en Us -~ SoftTabs:4 ~ UTF-8 =~ YAML

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: OSPP Code Audit

® » ospp.yml * — Kate

i
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Edit View Projects Bookmarks Sessions Tools Settings Help

ospp.yml
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Line 5.051, Column 35 INSERT en Us -~ SoftTabs:4 ~ UTF-8 =~ YAML

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: OSPP Code Audit

® » ospp.yml * — Kate

i
i

Edit View Projects Bookmarks Sessions Tools Settings Help

ospp.yml
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Line 5.051, Column 35 INSERT en Us -~ SoftTabs:4 ~ UTF-8 =~ YAML

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: OSPP Code Audit

® » ospp.yml * — Kate
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Edit View Projects Bookmarks Sessions Tools Settings Help

ospp.yml
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INSERT en_US -~ SoftTabs:4 ~ UTF8 ~ YAML

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: OSPP Code Audit

® » ospp.yml * — Kate

i
i

Edit View Projects Bookmarks Sessions Tools Settings Help
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INSERT en_US -~ SoftTabs:4 ~ UTF8 ~ YAML

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: OSPP Code Audit

® » ospp.yml * — Kate
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Edit View Projects Bookmarks Sessions Tools Settings Help

ospp.yml
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INSERT en_US -~ SoftTabs:4 ~ UTF8 ~ YAML

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: OSPP Code Audit

® » ospp.yml * — Kate
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Edit View Projects Bookmarks Sessions Tools Settings Help

ospp.yml
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INSERT en_US -~ SoftTabs:4 ~ UTF8 ~ YAML

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: OSPP Code Audit

® » ospp.yml * — Kate
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Edit View Projects Bookmarks Sessions Tools Settings Help

ospp.yml
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Line 4.974, Column 25 INSERT en Us -~ SoftTabs:4 ~ UTF-8 =~ YAML

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: OSPP Code Audit

® » ospp.yml * — Kate

i
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Edit View Projects Bookmarks Sessions Tools Settings Help

ospp.yml
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Line 4.974, Column 25 INSERT en Us -~ SoftTabs:4 ~ UTF-8 =~ YAML

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: OSPP Code Audit

® » ospp.yml * — Kate
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Edit View Projects Bookmarks Sessions Tools Settings Help

ospp.yml
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Line 4.974, Column 25 INSERT en Us -~ SoftTabs:4 ~ UTF-8 =~ YAML

Q_ Search and Replace [E Current Project > Terminal
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= Security: STIG

Security Technical Implementation Guide

- cybersecurity requirements of a specific product

- enhance security for software, hardware, physical and logical architectures
- reduce vulnerabilities

- desktop computer or an enterprise server

- might cover network design, router configurations, databases, firewalls etc.
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@ Ansible: STIG Code Audit

® » stig.yml — Kate
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Line 33, Column 1 IMNSERT en Us ~ SoftTabs:4 ~ UTF-8 ~ YAML ~

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: STIG Code Audit

® » stig.yml — Kate
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Line 33, Column 1 IMNSERT en Us ~ SoftTabs:4 ~ UTF-8 ~ YAML ~

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: STIG Code Audit

® » stig.yml — Kate
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Edit View Projects Bookmarks Sessions Tools Settings Help

stig.yml
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Line 33, Column 1 IMNSERT en Us ~ SoftTabs:4 ~ UTF-8 ~ YAML ~

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: STIG Code Audit

® » stig.yml — Kate
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Edit View Projects Bookmarks Sessions Tools Settings Help

stig.yml
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Line 828, Column 23 IMNSERT en Us ~ SoftTabs:4 ~ UTF-8 ~ YAML ~

Q_ Search and Replace [E Current Project > Terminal
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® » stig.yml — Kate
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Line 828, Column 23 IMNSERT en Us ~ SoftTabs:4 ~ UTF-8 ~ YAML ~

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: STIG Code Audit

® » stig.yml — Kate

L
i

Edit View Projects Bookmarks Sessions Tools Settings Help

stig.yml

b
=
w
E
)
L)
=]
O
m|
L
ul]
(]
2
=]
=
o
=
S
w
=
(=]
[t
o
=
1]
!
wi
@
o
e
m|

Line 828, Column 23 IMNSERT en Us ~ SoftTabs:4 ~ UTF-8 ~ YAML ~

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: STIG Code Audit

® » stig.yml — Kate
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Line 14.938, Column 27 IMNSERT en Us ~ SoftTabs:4 ~ UTF-8 ~ YAML ~

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: STIG Code Audit

® » stig.yml — Kate
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Line 14.938, Column 27 IMNSERT en Us ~ SoftTabs:4 ~ UTF-8 ~ YAML ~

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: STIG Code Audit

® » stig.yml — Kate
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Line 14.938, Column 27 IMNSERT en Us ~ SoftTabs:4 ~ UTF-8 ~ YAML ~

Q_ Search and Replace [E Current Project > Terminal
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@ Ansible: STIG Demo

> A (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ansible]$ 1s
firefox-playbook-stig.yml
jre-playbook-stig.yml
rhel6-playbook-C2S.yml
rhel6-playbook-CS2.yml
rhel6-playbook-CSCF-RHEL6-MLS. yml
rhel6-playbook-desktop.yml

rhel6-playbook-fisma-medium-rhel6-server.yml

rhel6-playbook-ftp-server.yml
rhel6-playbook-nist-CL-IL-AL.yml
rhel6-playbook-pci-dss.yml
rhel6-playbook-rht-ccp.yml
rhel6-playbook-server.yml
rhel6-playbook-standard.yml
rhel6-playbook-stig.yml
rhel6-playbook-usgcb-rhel6-server.yml
rhel7-playbook-anssi_nt28_enhanced.yml
rhel7-playbook-anssi_nt28_high.yml
rhel7-playbook-anssi_nt28_intermediary.yml
rhel7-playbook-anssi_nt28_minimal.yml
rhel7-playbook-C2S.yml
[ben@Cent0S7-CLT21 ansiblel$ |

rhel7-playbook-cis.yml
rhel7-playbook-cjis.yml
rhel7-playbook-cui.yml
rhel7-playbook-e8.yml
rhel7-playbook-hipaa.yml
rhel7-playbook-ncp.yml
rhel7-playbook-ospp.yml
rhel7-playbook-pci-dss.yml
rhel7-playbook-rhelh-stig.yml
rhel7-playbook-rhelh-vpp.yml
rhel7-playbook-rht-ccp.yml
rhel7-playbook-standard.yml
rhel7-playbook-stig.yml
rhel8-playbook-cis.yml
rhel8-playbook-cut.yml
rhel8-playbook-e8.yml
rhel8-playbook-hipaa.yml
rhel8-playbook-ospp.yml
rhel8-playbook-pci-dss.yml
rhel8-playbook-stig.yml
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@ Ansible: STIG Demo

> o# (ben) 192.168.178.70 — Konsole R @

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ansible]$ sudo ansible-playbook -i "localhost," -c local rhel7-playbook-stig.yml |
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@ Ansible: STIG Demo

* (ben) 192.168.178.70 — Konsole SRS @

File Edit View Bookmarks Settings Help

[ben@Cent0S7-CLT21 ansible]$ sudo ansible-playbook -1 "localhost," -c local rhel7-playbook-stig.yml
[sudo] password for ben:

PLAY [all] AR A A AR A A AR AR AR A A A A AR A AR A AR AR AR A AR A A A A AR A AR A A A Ak A A A A Ak A A kA khhkhhkkhhhkhkhkhkhkhhkkhkhhkhkhkhkhkhkhkhkhhkhhkhhk

TASK [Gathering Facts] xkkskskskkskkskkskokskokskokskokskokskokskok ok sk ko skok ko ok ok ko ko ok ok ok skok sk ok ok ok ook ok ook ok ok ook ok ok ok ok ok ok ok ok ok ok ok ok

TASK [Verify Ansible meets SCAP-Security-Guide version requirements.] *¥kkkkkkkkkkkkkkkkhkkkkkkkkkkkkk

TASK [Gather the package facts] *xkkkokkskkskokskokkokkokokskokkskokskokskokkkoksokkokkkokdokkokkokdokkokok ok dokkokkkokkok ko kkokkokx ok

www.atix.de




Ansible: STIG Demo




@ Ansible: STIG Demo

* (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

TASK [Insert correct line to /etc/ssh/sshd_cgnfig] kkkhkkkhkhkhkhkkhkhkkhkkhkkhkhkhkhkhkhkhkhkhhhkhkhhkhkhkkhkkkhkhkkhkkhkkhkkxk

TASK [Deduplicate values from /etc/ssh/sshd_cgnfig] KRk AAKAKAARAKA KA hA KA hhkkkhhkhkkhhhkkhkkhhkkkhkhhhkkhhhkkkk

TASK [Insert correct line to /etc/ssh/sshd_cgnfig] khkkhkhkhkkhkhkhkkhkhkhkkhkhkhkhkkkhkhkhkhkkkhkhkhkhkkkhkhkhhkkkhkhhkkhkhxhkhkkkkxkxk

TASK [Deduplicate values from /etc/ssh/sshd_cgnfig] khkhkkkhkkhkhkkkhkhkkhkhkhkhkkkhkhkhkhkhkhkhkhkhkkhkkkhhkkhkkkhkkkkkhkkkx

TASK [Insert correct line to /etc/ssh/sshd_cgnfig] khkkhkhkhkkhkhkhkkhkhkhkkhkhkhkhkkkhkhkhkhkkkhkhkhkhkkkhkhkhkkkhkhkkkhkhkhhkkkkxkxk

PLAY RECAP *kkkkkkhkk kA Ak kA kA kAR A kA A A A Ak A A A A A A Ak Ak A Ak Ak kA kk kA kA kA Ak hkhkkhkkkkkkkkhkhkhkhkhkhkhkhkhhkhkhkkkkkhkhkhkkhkkhkhkhkkhkkhkkhk

unreachable=0 failed=0 rescued=0
ignored=0

[ben@Cent0S7-CLT21 ansiblel$
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@ Ansible: STIG Demo

* (ben) 192.168.178.70 — Konsole

File Edit View Bookmarks Settings Help

TASK [Insert correct line to /etc/ssh/sshd_cgnfig] kkkhkkkhkhkhkhkkhkhkkhkkhkkhkhkhkhkhkhkhkhkhhhkhkhhkhkhkkhkkkhkhkkhkkhkkhkkxk
TASK [Deduplicate values from /etc/ssh/sshd_cgnfig] KRk AAKAKAARAKA KA hA KA hhkkkhhkhkkhhhkkhkkhhkkkhkhhhkkhhhkkkk
ok: [localhost]
TASK [Insert correct line to /etc/ssh/sshd_cgnfig] khkkhkhkhkkhkhkhkkhkhkhkkhkhkhkhkkkhkhkhkhkkkhkhkhkhkkkhkhkhhkkkhkhhkkhkhxhkhkkkkxkxk
TASK [Deduplicate values from /etc/ssh/sshd_cgnfig] khkhkkkhkkhkhkkkhkhkkhkhkhkhkkkhkhkhkhkhkhkhkhkhkkhkkkhhkkhkkkhkkkkkhkkkx
ok: [localhost]

TASK [Insert correct line to /etc/ssh/sshd_cgnfig] khkkhkhkhkkhkhkhkkhkhkhkkhkhkhkhkkkhkhkhkhkkkhkhkhkhkkkhkhkhkkkhkhkkkhkhkhhkkkkxkxk

PLAY RECAP *kkkkhkkhk kA kA Ak Ak A A AR A kA A A A Ak A A A A A A Ak Ak A Ak Ak kA kk kA kA kA Ak hkhkrkkkkhkkkhkkkhkhkkhkhkhkhkhkhhkhkhkkhkkkhkhkhkhkkhkkhkhkhkkhkhkkhk

unreachable=0 failed=0 rescued=0
ignored=0

[ben@Cent0S7-CLT21 ansiblel$
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Ansible: DISA STIG Code Audit

C ( & solarwinds.com/federal-government/solution/disa-stig-compliance w BN

':1:‘-(

solarwinds 7

government

SolarWinds Home | All Products | Online Quote | Customer Portal | Partners | Eng

SOLUTIONS HOW TO BUY NEWS AND EVENTS PARTNERS Call 0800-184-4987

Understanding DISA STIG
Compliance Requirements

Information security is one of the most important tasks a federal IT pro undertakes.

It's also one of the most complex—particularly as it relates to compliance requirements.




@ Ansible: DISA STIG Code Audit

% jamescassell Merge pull request #324 from cThrice/patch-1 ... X b85%ecc onJun 21,2020 ¥Y) 488 commits
defaults rhel8: hardcode hash for default password 9 months ago
doc Documentation generation notes 11 months ago
filter_plugins grub2 hash support for older (<1.7) passlib versions (#59) 3 years ago
handlers Update to fix handler output in playbook 12 months ago
meta null value in YAML causing issues for Ansible Galaxy imponrt 3 years ago
molecule update registry loc in Dockerfile as well 2 years ago
tasks Add sudoers tag to related prelim task 8 months ago
templates generate /etc/default/grub if not present 3 years ago
test_plugins add compatability jinja tests 16 months ago
tests Fix testing (#187) 2 years ago
vars add option to unconditionally configure dconf rules 17 months ago

[ .gitignore Docker updates (#181) 2 years ago

B .travis.yml Merge in documentation generation stuff (#201) 2 years ago

4 .yamllint Fix testing (#187) 2 years ago

M LICENSE add license file 3 years ago

[ README.md V2R7 10 months ago

[ local.yml fix local.yml for ansible-2.4 2 years ago

[ rh-creds.env.sample Docker updates (#181) 2 years ago

[ travis.env.sample Docker updates (#181) 2 years ago
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@ Ansible: DISA STIG Code Audit

X b85%ecc onJun 21,2020 <) 488 commits
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5 S I S S ) = S ) A

jamescassell Merge pull request #324 from cThrice/patch-1

defaults

doc
filter_plugins
handlers
meta

molecule

templates
test_plugins
tests

vars
.gitignore
Sfravis.yml
Jyamilint
LICENSE
README.md
local.yml
rh-creds.env.sample

travis.env.sample

rhel8: hardcode hash for default password

Documentation generation notes

grub2 hash support for older (<1.7) passlib versions (#59)
Update to fix handler output in playbook

null value in YAML causing issues for Ansible Galaxy import

update registry loc in Dockerfile as well

Add sudoers tag to related prelim task

generate /etc/default/grub if not present

add compatability jinja tests

Fix testing (#187)

add option to unconditionally configure dconf rules
Docker updates (#181)

Merge in documentation generation stuff (#201)

Fix testing (#187)

add license file

V2R7

fix local.yml for ansible-2.4
Docker updates (#181)

Docker updates (#181)

9 months ago
11 months ago
3 years ago

12 months ago
3 years ago

2 years ago

8 months ago

3 years ago
16 months ago
2 years ago
17 months ago
2 years ago
2 years ago
2 years ago
3 years ago
10 months ago
2 years ago
2 years ago

2 years ago
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+ onJun2l,2020 YO History

audit command.yml
audit_file.yml
audit_system_call.ym|
fix-catl.yml
fix-cat2.yml
fix-cat3.ymil

main.ym|
parse_etc_passwd.yml

prelim.ym|

g cThrice Add sudoers tag to related prelim task

filter anonymous kmod operations

updates titles for cat 2 & 3 checks

updates titles for cat 2 & 3 checks

fips mode enablement is different on RHEL 8

typo task var

tag all pam tasks

allow running on RHEL 8

parse_passwd: list comprehension instead of loop

Add sudoers tag to related prelim task

2 years ago

o

<1

o

17 months ago

8 months ago
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+ onJun2l,2020 YO History

audit command.yml
audit_file.yml
audit_system_call.ym|
fix-catl.yml
fix-cat2.yml
fix-cat3.ymil

main.ym|
parse_etc_passwd.yml

prelim.ym|

g cThrice Add sudoers tag to related prelim task

filter anonymous kmod operations

updates titles for cat 2 & 3 checks

updates titles for cat 2 & 3 checks

fips mode enablement is different on RHEL 8

typo task var

tag all pam tasks

allow running on RHEL 8

parse_passwd: list comprehension instead of loop

Add sudoers tag to related prelim task

2 years ago

o

<1

o

17 months ago

8 months ago
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