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Capital One ATI,X

A hacker gained access to 100 million Capital One credit
card applications and accounts

Ex Pk WeLaar, CHY Businers
Updtee! 2447 OMT (0547 HKT) July 30, 2049

CAPITAL ONE DATA BREACH

=140,000 Social Security numbers

=1 million Canadian Social Insurance numbers
=80,000 bank account numbers
=Undisclosed number of names, addresses,

credit scores, credit limits, balances, and
other information

CNN BUSINESS
HACKER ARRESTED IN MASSIVE CAPITAL ONE DATA BREACH

https:
//edition.cnn.com/2019/07/29/business/capital-one-data-breach/index.html
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Docker Hub & Microsoft Azure

Docker Images Containing Cryptojacking Malware Distributed via
Docker Hub

8 Jure25 020 & 2sve Laksomaan

Popular This Week

Hesw Chieine O-day Bug
Under Acthe Attacks -
Update Your Drorser ASAF

Extertion Gang Breaches
Cyberscuity Firm Qualys
Usiog Apeelicn Explolt

"With Ducker geiving populurty ws u s s packuye and deploy sullware
appications makcleus actars are sakrg advardage of the cpooruriy ta farget
cxprant: AP| erdprinss snd afl mawanenfestod images to faciitale distriauted
werial-ol-gerdice (D00 enacks and mine craprocumenties.

Musufakn — Flite Hacking

https://thehackernews.com/2020/06/
cryptocurrency-docker-image.html
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Microsoft Azure Machine Learning Clusters Cryptojacked to
Mine Monero

Haiers have attacked Dadly configurad maching eaming chusters on Microsaft's
Azure cloud computing natwork, and hyacked them to mine Monero,

Microsaft announced on june 10 tat it had discovered a number of cryptojacking
aftacks on powerful machine-learning clusters on its Azure cloud ComMpLTIng netwark,

https://cointelegraph.com/news/
microsoft-azure-machine-learning-clusters-—
cryptojacked-to-mine-monero


https://thehackernews.com/2020/06/cryptocurrency-docker-image.html
https://thehackernews.com/2020/06/cryptocurrency-docker-image.html
https://cointelegraph.com/news/microsoft-azure-machine-learning-clusters-
https://cointelegraph.com/news/microsoft-azure-machine-learning-clusters-
cryptojacked-to-mine-monero

Tesla & Jenkins

= Back

Lessons from the Cryptojacking Attack at Tesla

bty FedLeck 51 Team | 6220013 00 AM

The Cryptajacking Epldemic
A fesw menths ggo, the RedLuck Cleud Securty Intelligence (257 tean found hundreds of Kuberretes adimiristration conscles

https:
//redlock.io/blog/cryptojacking-tesla

#kubernetes #security

}-Iv'ackars exploit Jenkins servars, make $3
million by mining Manero

Hzzhars explolting Jenkins = = 33 million in ane of the blggest ms icious

Ll iy e

GoODOOQ

SECEE, il TGhE WARE R Make s E s Lty
e T "o ul e gl sl g
rec.” Thie cyher cranks have alady made mare

bresw il i e Worisra oo
. Are row they re harng ben

stk eraning gor praserhn Janding sae s
https://www.csoonline.com/article/3256314/
hackers-exploit-jenkins-servers-make-3-million-
by-mining-monero.html
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Attack Kubernetes
Demo of an Attack Path
Defend Kubernetes
Mitigate the Attack Path

Security Checklist
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Agenda ABX

Attack Kubernetes

#kubernetes #security



Kubernetes ATlX
-

Virtual data center

AP| Server

» for container apps

> manages compute resources

Wide spread use

» interesting for attackers

» various attack surfaces

Metwork Resources

#kubernetes #security



Kubernetes API Server

Access control
» to Kubernetes objects

» can be annulled

Unwarranted access
» read secrets, write workloads

» administer cluster

#kubernetes #security
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Container Hosts ATIX
—”

Container isolation

Bt

©

» of process, network, filesystem

» can be softened o @ .

Container outbreak

i

User

o

» access host file system

» root in container = root on host

#kubernetes #security



Container Network

Container communication
» in a flat network

» can be unlimited

Unwanted communication
» download malware
» talk to other apps

#kubernetes #security
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Compute Resources ATlX
—_—

Allocatable resources

> are CPU, memory, storage e

o
> can be misused ﬁ\ g@ Nocs
E) o |

Consume resources
» crypto mining
» fork bombs

#kubernetes #security



Agenda AEX

Demo of an Attack Path
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Goals ABX

Privilege escalation to control

» Kubernetes

break-out
container
0ot on host)

root container
(cluster-admin
access

» container hosts

root container
(file access)

Crypto Mining without detection
» divert compute resources

» share over network

#kubernetes #security



Web application ATIX
R

web app
container
edit access

Command injection - web app
web app container

» ping servers
[roul container) break-out
rI(cIusrer-adu in » container

» execute additional commands

roat container |
(file access)

Access via reverse shell
» target machine initiates connection

> user's computer listens

#kubernetes #security



Web application container

View access to Kubernetes
» read ServiceAccounts

» read Secrets

Edit access to Kubernetes
» create root container on master

» log into new container

#kubernetes #security

root container
(cluster-admin
acce

root container
(file access)

ATIX

break-out
container
oot on No




Root container

Root user in container on master
» use hostPath

» read admin.conf

Cluster-admin access to Kubernetes
» create break-out container

» log into new container

#kubernetes #security

ATIX

web app
container
iew acce

root container
(cluster-admin
access

web app
container
edit access

break-out
container
oot on nNo

root container
(file access)




Break-out container

Root user on host
» create mining container

» use docker

Cleanup
» delete root container

» delete break-out container

#kubernetes #security

ATIX

web app
container
edit access

web app
web app container
- root container break-out
o0t on Nost)




Agenda AEX

Defend Kubernetes
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Security Basics

Defence in depth
» attackers pick their targets

> layered security needed

Best practices
» limit attack surface

» principle of least privilege

#kubernetes #security
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Podl Security
Policy
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Policy

Resource
Management




Role-Based Access Control ADX

Kubernetes bouncer @ - )

» for Kubernetes resources and others @ (Cluster]

Rola
Bindin

» namespace- or cluster-wide @ o l ______ e @
K ol Server
Least privilege access @ User }

» no access for apps and humans

» access for tools (CD, monitoring)

#kubernetes #security



PodSecurityPolicies ATlX

Container prison @ Pad

» drop capabilities
> ensure separation @ I .

Prevent outbreak
» deny privileged/root/privilege escalation

» ensure isolation & RO root filesystem

#kubernetes #security



NetworkPolicy ATIX

Container firewall @ oot l @Emm] “QW |

» for ingress and egress

. . \M v ’_"
» with labels, namespaces, ip-blocks @_ _______ ,@ _______ N -
- b
Restrict communication @ v x.@ |

» default deny all

» allow-list specific traffic

#kubernetes #security



Resource Management ATlX

Kubernetes limiter @j"‘“
» quotas for namespaces @;;.mm]
*a Quota
» limits for containers, pods, pvcs @ S ,. Mo
Ed

Assign resources @ User }

» split resources for tenants

» define min, max, default resources

#kubernetes #security
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Mitigate the Attack Path
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Security Basics

Defence in depth
» attackers pick their targets

> layered security needed

Best practices
» limit attack surface

» principle of least privilege

#kubernetes #security
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ATIX
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Resource
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Mitigate 1

Mitigate reverse shell for container
» scan container images for vulnerabilities
> remove unnecessary software

» restrict traffic with NetworkPolicies

Mitigate installation of new software
» scan container images for vulnerabilities
> remove unnecessary software

» restrict traffic with NetworkPolicies

#kubernetes #security

ATIX

web app
container
edit access’

web app
container

break-out
container
root on host

root container
(file access)

B wwwolixde



Mitigate 2 ATIX

Mitigate privlige escalation to edit access
web app
» avoid existence of unnecessary secrets

( web app web app
container container
view access)) (edit access)

root container
(cluster-admin

» restrict traffic with NetworkPolicies

break-out
container
root on host

root container
(file access)

» restrict access to API server with RBAC

Mitigate root container on master
» restrict with NetPol and RBAC
» don't tolerate container on master

» forbid root container with PSP

#kubernetes #security wiww,clix,de



Mitigate 3 ATIX

web app
container
ViewW Access

web app
container
edit access’

Mitigate shell for root container

» forbid root container with PSP

» restrict traffic with NetworkPolicies

g root container break-out
) A r%ﬂleca?cn;g;nsl > (cluster-admin container
» restrict access to API server with RBAC access) root on host

Mitigate privlige escalation to cluster-admin
» don't tolerate container on master
» forbid root container with PSP
» forbid hostPath with PSP

#kubernetes #security wiww,clix,de



Mitigate 4

Mitigate break-out container
» restrict with NetPol and RBAC
» forbid privileged container with PSP
» forbid hostPID with PSP

Mitigate docker run
» restrict with NetPol and RBAC
» forbid privileged container with PSP
» forbid hostPID with PSP

#kubernetes #security
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web app
container
view access

web app
container
edit access

root container
(cluster-admin
access

break-out
container
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root container
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Agenda ABX

Security Checklist
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Container Hosts ATIX
A\ L

Server Lifecycle Management
> dedicated container hosts
» reduction of the attack surface
» runtime security tools

» restriction of access to the container
hosts

#kubernetes #security



Orcharhino

«

Deployment

Lifecycle
Management

Momageement

#kubernetes #security




Kubernetes

Kubernetes Lifecycle Management

>

protection of the kubernetes
components

restriction of access to the kubernetes
API

usage of authentication and
authorization

usage of admission control
enabling of audit logs
checking via security benchmarking

#kubernetes #security
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Pod Security
Policy
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Ecosystem ATIX
N2

Paod Security
Policy

REBAC

kube-bench

A

#kubernetes #security



Container applications

Application Lifecycle Management

| 4

>

seperation of code and data

restriction of access to the kubernetes
API

container sandboxing
container hardening

vulnerability scanning of container
images

mutual TLS

#kubernetes #security

ATIX




Summary

Defence in depth
» attackers pick their targets

> layered security needed

Best practices
» limit attack surface

» principle of least privilege

#kubernetes #security
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Outlook AILX

Secure applications P
» container image scanning and signing @
» sandbox technologies \”

Use agents tnvg fotary

» policy agent for compliance

» RT security agent for anomaly detection

#kubernetes #security
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ATIX — SIMPLIFY YOUR DATACENTER AT'X

§3 kafka.
2

it
Datacenter

Automation
docker

ox
-uﬂ
mﬂ
=3
U'I-l
I
=
-

SALTSTACK

ANSIBLE
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OSAD

OPEN SOURCE AUTOMATIDN DAYS
Let’s talk about...
Automation with Open'Source

04.10

Cloud

Security Artificial
Automation Intelligence

www,alix, de
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